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UPON hearing counsel the Court nade the foll ow ng

ORDER

An affidavit dated 7th February, 2006 was filed on behalf of the Governnen
t of

India in which after setting out the directions nade by this Court in its judgnent date

18t h Decenber, 1996 in t he case of PUCL Vs. UOQOI. & Os., t he c
hanged scenario

i ncl udi ng t he changes in t he commruni cati on t echnol ogy, changed security
scenari o,

t echnol ogi cal measur es to avoi d unaut hori zed i nterception and t he st eps
t aken in t he

form of guidelines dated 7th February, 2006 were briefly nmentioned. The CGovernnent of

India on 7th February, 2006 i ssued i nstructions to al | t he service
provi ders setting out

further st eps for ensuring privacy of conmmuni cat i on. The sai d instr
ucti ons are as

f ol | ows:

" Sub: Instructions for ensuring privacy of conmunicati ons.

Wth a view to ensuring privacy of commruni cati ons
and at t he

same time provi di ng i nterception facilities to t he security a
genci es, I am
directed to state t hat t he service i censees who have been
gr ant ed i cences

under section 4 of t he I ndi an Tel egraph Act, 1885, shal | take
the follow ng

steps i medi atel y: -

(i) In order to account for al | t he intimations sent by
t he security and | aw
enf or cenent agenci es to t he service provi ders, t he service pr

ovi ders wi |



make 24 X 7 arrangemnent s and arrange to i ssue acknow edgnen
t letters

within two hour s for each of the intimations to the concerned secu
rity and

| aw enforcenment agency, in a sealed cover, on receipt of such intimations for

i nterception.

(ii) The system of designated nodal officers for comruni cating and receiving

t he requi sitions for i nterception woul d al so be fol | owed in
emner gent cases

wher e prior appr oval of t he r el evant conpet ent authority has
not been

obt ai ned.

(iii) The designated nodal officers of the service providers will forward a |i st
of i nterception aut hori zati ons recei ved by them during the precedi ng
fortnight to the nodal officers of the security and |law enforcenent agencies

and seek their confirmation regarding their authenticity every 15 days.

(iv) The service providers should provide interception facilities for a roaner

subscriber to the State Police of honme network.

(v) The  service provi ders shal | provi de CDR requisitioned as per t he

procedure of Crimnal Procedure Code.

(vi) The access service providers can use encryption Al gorithmsuch as A 5/2

f or GSM net wor k.

(vii) The nanes of nodal officers/alternate nodal of ficers shoul d be

communi cat ed to al | security agenci es al ong with t he details of of fice a
nd

residential tel ephone nunbers, addresses etc. every quarter. In case of any

change, it shoul d be communi cat ed as and when such change t akes pl ace.
Furt her, t he nanes of t he of ficers aut hori sed by t he security agenci es t
0

authenticate the profornma for intimation of interception order to the service

provi ders shall be provided by the security agenci es.

(viii) Requisition wth cutting or overwiting wi t hout aut hentication should



not be entertai ned.

(ix) I nterception facility to t he State Pol i ce for a non-r oaner subscri ber
outside the territorial boundari es of t he State shall be provided with t
he

appr oval of t he Uni on Hone Secretary or with t he appr oval of Hone

Secretary of the concerned State.

(x) Every fortnight, there shoul d be a meet i ng of desi gnat ed nodal offic
ers

with the designated officers of Service Providers in order to cross-check the

requi sitions received by the Service Provider during the previous fortnight.

(xi) Wher ever i nterceptions are i ssued in ener gent cases to carry out th
e

i nterception in t he renot e ar eas or for oper ati onal reasons, post
confirmation from the conpet ent aut hority is to be provi ded within three

days of their issue. Such orders are to be issued within the prior approval of

the Head or second senior nost officer of the agency not below the rank of

I nspector General of Police. Further, officer in the rank of Superintendent

of Police or equi val ent i nst ead of DG or equi val ent, are authorised to

aut henticate orders issued by the Home Secretary.

2. It isreiterated that:-

(a) The service providers are responsible for actions of their enployees.

(b) Service provi ders will mai ntain extrene secrecy on their part and ta
ke

ut nost care, i ncl udi ng preventi on of any | eakage in deal i ng with such
correspondence/ conmuni cat i ons from the aut hori sed agenci es. Such

conmmuni cations should be handled by fairly senior level officers, preferably
GM Deputy GM Il evel rank at least in the big cities, specially designated by

the service providers as the nodal officers for this purpose.

(c) Service providers will put in place adequate and effective internal checks

wi t hin their organi zat i ons to ensure t hat - (1) unaut hori zed i nterception
of

commruni cati on does not t ake pl ace and (i) extrene secrecy and

confidentiality of intimation of interception authorization is maintained.



(d) The service providers will ensure proper and adequate verification of the
subscri bers of the nobile cell phones/SIMcards so as to guard against their

possi bl e misuse for terrorist and anti-national activities."

The af fidavit further states t hat in t he | ong terns, t he Central Gover nm
ent has al so

decided to exanmine the provi si ons of t he Indian Tel egraph Act, 1885 in
view  of t he

changes in t echnol ogy over time and t he i ncreasi ng role of a | arge bod
y of service

providers including in the private sector and carry out the necessary amendnents to this

| aw.

On consi dering t he matt er and heari ng counsel for t he parties,
in terns of

order dated 27th February, 2006, notice was directed to be issued to all service providers

and three conpani es were al so added as parties. The Governnents were further directed

to file affidavits.

Pursuant to the order dated 27th February, 2006, affidavit dated 17th March

2006 has been filed on behal f of t he Mnistry of Home  Affairs, Gover nm
ent of I ndi a,

giving facts and figures as required under the said order. The affidavit, inter alia, states

that out of 439 cases during the period from 01l. 09. 2005 to 28.02.2006 (six nonths) where

confirmation/ approval was to be obtained fromthe conpetent authority within 15 days,

the sane was received within the stipulated period of 15 days in 419 cases. Qut of the

remai ning 20 cases: (a) in 5 cases, confirnmation/approval was received two days late, (b)

in respect of the renmaining 15 cases, the confirmation/approval was not obtained within



15 days as continuation of such interception was not found necessary. An affidavit on the

i nes aforesai d has al so been filed on behal f of t he Del hi Gover nnent .
The details

recei ved from the ei ght service provi ders have been handed over to Court
in a sealed

cover and after perusal , t he same has been ret ur ned to | ear ned Addi ti ona
I Solicitor

General M. Gopal Subranmani am

Qur attention has al so been drawn to an order dated 20th January, 2006 issued

by t he Conmi ssi oner of Pol i ce whi ch sets out further procedur e to be f
ol | oned in

connecti on with | awf ul i nterception of t el ephones. The af oresai d deal s Wi t
h t he

aut hori zed interception of tel ephones.

Response, i f any, to the suggesti ons made by Gover nnent of I nd
a and Del hi

Gover nnent may be filed wthin three weeks. The  service provi ders and
ot hers,

i npl eaded in terns of order dated 27th February, 2006, nmay also file their suggestions in

the formof an affidavit within the sane tine frane.

Broadl y, the question under consideration is the strict procedure to be followed

on i nterception of t el ephones under t he aut hority of law and further gu
del i nes or

changes in law, rules or regulations that may be required having regard to the changed

scenari o of technology and the security angles. The second question sought to be raised

and required to be addressed is t he illegal i nterception, if any, bei ng
i ndul ged by the



t el ephone conpanies or their officer/officials with or without their know edge and steps

taken to prevent the said nalice as was sought to be raised on behalf of the petitioner

The affidavits directed to be filed shal | addr ess this i ssue as wel | a
nd i ncorporate

suggesti ons accordi ngly.

The petitioner may also file his response within two weeks to the affidavits filed

by the Del hi Governnent and the Central Governnent.

The application for intervention is dismssed.

The wit petition is adjourned for four weeks.

(N.  Annapur na) (V. P. Tyagi)

Court Master Court Master



